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(d) You must not use blanket consent 
forms authorizing the release of em-
ployee testing information. 

(e) You must establish adequate con-
fidentiality and security measures to 
ensure that confidential employee 
records are not available to unauthor-
ized persons. This includes protecting 
the physical security of records, access 
controls, and computer security meas-
ures to safeguard confidential data in 
electronic data bases. 

§ 40.353 What principles govern the 
interaction between MROs and 
other service agents? 

As a service agent other than an 
MRO (e.g., a C/TPA), the following 
principles govern your interaction with 
MROs: 

(a) You may provide MRO services to 
employers, directly or through con-
tract, if you meet all applicable provi-
sions of this part. 

(b) If you employ or contract for an 
MRO, the MRO must perform duties 
independently and confidentially. 
When you have a relationship with an 
MRO, you must structure the relation-
ship to ensure that this independence 
and confidentiality are not com-
promised. Specific means (including 
both physical and operational meas-
ures, as appropriate) to separate MRO 
functions and other service agent func-
tions are essential. 

(c) Only your staff who are actually 
under the day-to-day supervision and 
control of an MRO with respect to 
MRO functions may perform these 
functions. This does not mean that 
those staff may not perform other 
functions at other times. However, the 
designation of your staff to perform 
MRO functions under MRO supervision 
must be limited and not used as a sub-
terfuge to circumvent confidentiality 
and other requirements of this part and 
DOT agency regulations. You must en-
sure that MRO staff operate under con-
trols sufficient to ensure that the inde-
pendence and confidentiality of the 
MRO process are not compromised. 

(d) Like other MROs, an MRO you 
employ or contract with must person-
ally conduct verification interviews 
with employees and must personally 
make all verification decisions. Con-

sequently, your staff cannot perform 
these functions. 

§ 40.355 What limitations apply to the 
activities of service agents? 

As a service agent, you are subject to 
the following limitations concerning 
your activities in the DOT drug and al-
cohol testing program. 

(a) You must not require an em-
ployee to sign a consent, release, waiv-
er of liability, or indemnification 
agreement with respect to any part of 
the drug or alcohol testing process cov-
ered by this part (including, but not 
limited to, collections, laboratory test-
ing, MRO, and SAP services). No one 
may do so on behalf of a service agent. 

(b) You must not act as an inter-
mediary in the transmission of drug 
test results from the laboratory to the 
MRO. That is, the laboratory may not 
send results to you, with you in turn 
sending them to the MRO for 
verification. For example, a practice in 
which the laboratory transmits results 
to your computer system, and you then 
assign the results to a particular MRO, 
is not permitted. 

(c) You must not transmit drug test 
results directly from the laboratory to 
the employer (by electronic or other 
means) or to a service agent who for-
wards them to the employer. All con-
firmed laboratory results must be proc-
essed by the MRO before they are re-
leased to any other party. 

(d) You must not act as an inter-
mediary in the transmission of alcohol 
test results of 0.02 or higher from the 
STT or BAT to the DER. 

(e) Except as provided in paragraph 
(f) of this section, you must not act as 
an intermediary in the transmission of 
individual SAP reports to the actual 
employer. That is, the SAP may not 
send such reports to you, with you in 
turn sending them to the actual em-
ployer. However, you may maintain in-
dividual SAP summary reports and fol-
low-up testing plans after they are sent 
to the DER, and the SAP may transmit 
such reports to you simultaneously 
with sending them to the DER. 

(f) As an exception to paragraph (e) 
of this section, you may act as an 
intermediary in the transmission of 
SAP report from the SAP to an owner- 
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